This paper presents a proposed cryptosystem to encrypt color images using cellular automata. A reversible cellular automaton has the characteristic of being able to return in the evolution of the automata, and is therefore, that in this paper are used to generate a symmetric key used to encrypt images.
Introduction
Due to the high technology boom that has been developed in the computer field, the need arises to safely protect the information transmitted through the network. In this way computer algorithms have been developed whose aim is to encrypt and decrypt information that send by a channel of information, the development of these computational algorithms are known as cryptosystems. The main problem that have attacked the developing cryptosystems is to encrypt and decrypt textual information, but the problem of development of cryptosystems is more extensive, ranging from encryption and decryption of text information, sound, images, etc. [1, 2, 3, 4] .
Algorithms such as AES and DES are widely used to encrypt information. Both algorithms were developed in the United States, on the other hand, the DES algorithm came to be used effectively, however, certain details are found in the design algorithm as the fact of having a key length relatively short, in addition to this algorithm was exposed to intense analysis of brute force to find the key, This motivated the development of cryptosystems, born the concept of block cryptosystems such as the AES [5, 6, 7] .
On the other hand, cellular automatas are mathematical tools that were considered outside the development of cryptosystems, but, its effectiveness has been applied to the encrypted and decode information [8, 9] .
In this paper is presented a proposed cryptosystem implemented with reversible cellular automata with memory, applied to process images of any size in both dimensions and number of pixels and the generation of a variable key size providing greater security to our information.
Cellular automata
Then comes the definition of what a cellular automaton is.
A cellular automaton is a reticulated represent a discrete dynamical system which is composed of a finite number of objects called cells, which are defined by a finite number of states.
Mathematically a cellular automaton is defined as LA = (C, S, V, f ), where:
• C, it is the cell space formed by n cells.
• S, is the set of states that can take each of the cells of the space S = Z c
• V , the neighborhood is defined by |V | = m, where m is the number of neighbors for each cell i; then V = {a 0 ...a m }.
• f , is the local transition function of the automaton of each cell defined by f = S m − → S that defines the evolution of the automaton with respect to a neighborhood. Where a
) that defines us the next evolution of a cell with respect to its vicinity at the current time.
Proposed method a. Image encryption
As a first step we have to define a key, which we will turn to their representation in binary and will be taken as the seed of our pseudo-random bit, with which we will create three matrices of mxn size where m is the width of the image n it is long. The matrix created will be filled by our pseudorandom bit generator. Therefore we use the rule 45 of linear cellular automata. Rule 45 is presented below: We should mention that the images have three color components (RGB) which are each represented by a two dimensional matrix of size mxn. With values from 0 to 255 which represent the color at each pixel.
Already generated pseudo-random matrices our proceed to implement the function XOR of each of our pseudo-random matrices with each of the image components, which will get an encryption process.
Later we will separate each of our components of our image into 2 equal parts of size m 2 xn. Which represent configurations C 0 and C 1 of the cellular automaton.
Our local transition function to evolve our next state time depends on evolution rule based on the Moore neighborhood and is obtained as follows:
For each character in the string is taken the ASCII numerical representation for obtain the evolution rule k, which will get its eight-bit binary representation.
Thus our transition function is:
Where:
• 0 ≤ i ≤ m − 1 and 0 ≤ j ≤ n − 1, with periodic boundary conditions.
• a t i,j , it represents a cell at time t.
• λ, is the rule evolution of cellular automata calculated from the userdefined key.
As the cell space is finite, you must set boundary conditions to define the evolution of the cellular automaton. For the implemented algorithm are considered periodic boundary conditions where i ≡ j(modn) then a
For obtaining the following cell configurations C 0 , C 1 ...C k+1 cellular automata are used with memory, that is, means using the obtained configurations above, in this case used for each evolution its above configuration, and the function used is as follows:
• 0 ≤ l ≤ k − 1 and 0 ≤ j ≤ k − 1, number of letters in the key.
• C t , configuration is obtained in time t.
• l, is the transition function in time t.
• n, is the size of our network from which we get our rules of evolution of cellular automata.
• F l , is the transition function at time t.
After obtaining all the configurations, encrypted image is created with the union of the last two configurations obtained C k and C k+1 .
b. Decoded image
To decode a picture must separate the image components into two parts for obtain the settings C 0 and C 1 . After the rules of evolution are obtained of the key to decrypt and make use of reversible cellular automaton following:
Thus the settings were obtained C 0 , C 1 ...C k+1 where C k+1 is the decoded image.
Subsequently, three pseudo-random matrices are generated from bit conversion to our key and proceed to apply the function XOR of each pseudo-random matrices with each of the image components, whereby an encryption process is obtained.
c. Testings and Results

Test 1.
For the test an image size of 666x296 was used that containing the word "PRUEBA". In Figure 1 shows the results obtained to encrypt and decrypt the image with AES and DES algorithms used, in 1-a) and 1-e) the original image are displayed after applying the AES and DES respectively, It shows that the image stands still in both cases. In 1-c) and 1-g) the histograms of the images are shown encrypted with AES and DES respectively and as noted, these peaks have information indicating predominant colors in the image encrypted. In 1-d) and 1-h) the original images are displayed to decode the encrypted images. Figure 2 shows the result of encrypting and decrypting using cellular automata. The system developed allows you to enter the desired user password to encrypt the image in this case has been made using a password of 8 bits with the word password, and developments that are obtained by the cellular automaton. Recall that as mentioned above for each character in the word password an evolution is generated, starting from the image that is generated by the XOR function within the algorithm; in this case 8 evolutions was generated more the image XOR.
Test 2.
For this test an image of a robot is used with a white background as shown in Figure 3 . The procedure followed is the same as test 1. Figure 3 shows the results after applying the AES and DES algorithms, in each observed that the result of the encrypted image even contour thereof shown, and in the histogram is observed peaks information indicating information predominates.
In figure 4 shows the application of the encryption algorithm and decryption shown by cellular automata, and using the password key word again.
As shown in the above figures, the images with the AES and DES encrypt algorithms, still contain encrypted image features of the original image, such as its contour, and It shows that the histogram shows peaks information in representative regions of information predominate, on the other hand, using the algorithm proposed using cellular automata is noted that in the image coded not perceived none of the original image, this is confirmed by observing the histogram which is obtained more linear compared to the histograms generated by the AES and DES.
Conclusions
It has proposed an algorithm encryption and decryption of information, specifically applied to images using cellular automata. Compared with AES and DES algorithms, these can be seen that the information is not encrypted at all, showing the outline of the image, information that can be corroborated with the histogram, where information peaks are observed corresponding to the information image that predominate, on the other hand, by applying the encryption algorithm using cellular automata, it is observed as the image is completely lost, the corresponding histogram is displayed so that no protruding peaks hiding information. Upon decode the information, each algorithm returns the original image without any loss of information. 
